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MEDICAL CYBER-PHYSICAL SYSTEMS
0‘0

Implantable
Pacemaker




THE PROBLEM -
@ MEDICAL DEVICE RECALLS DUE TO SOFTWARE

1990-2000: implantable pacemakers were recalled
of these recalls were due to software issue
2008-12: the medical device recalls (Class I, Il & Ill) due to software




%E,M CORE CHALLENGES FOR SAFE MEDICAL CPS

 Messy Plant:
— Partially understood physiology

* Large Variability:

— Every patient is different

* Limited Observability:
— Losing physiological context



RESEARCH SCOPE

Physiological
Modeling

High-confidence Software Development
for Life-critical Cyber-Physical Systems



“Let our heart models catch bugs
before your heart does.”
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THRUST 1:
MAINTAIN PHYSIOLOGICAL CONTEXT
WITH HEART MODELING
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NATURAL PACEMAKER
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* Periodically generates electrical impulses to
initialize heart beats

SA node
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ATRIAL CONTRACTION

"~

* An impulse first triggers muscle contractions
in the atria, pushing blood into the ventricles

Atria




DELAY AT AV NODE
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* Delay at AV node which allows the ventricles
to fill fully

AV node
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VENTRICULAR CONTRACTION

~

* Strong muscle contractions pump blood out of
the heart

Ventricles
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BRADYCARDIA
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* Delay in generation and/or conduction of the
electrical impulses results in low heart rate

Generation

Conduction




nEun
PACEMAKER SENSING

* Local electrical activations

Pacemaker



ATRIAL SENSING (AS)

~

* Generate sensed event when sighal above
threshold

Pacemaker



VENTRICULAR SENSE (VS)

~

e Same for ventricular channel

Pacemaker



ATRIAL PACING (AP)

~

e Pace atrium when no AS within deadline

Pacemaker

VS



VENTRICULAR PACING (VP)

* Pace ventricle if no VS happen within deadline

Pacemaker



MAINTAIN MINIMUM HEART RATE

e Maximum interval between two ventricular
events (max(V-A)+max(A-V))

Pacemaker



ELECTROPHYSIOLOGICAL
4 MODELS OF THE HEART

* Unnecessary details
* |Infeasible model identification

Cellular Electrophysiology

Whole heart Electrophysiology

ey

Calsequestrin,

Tong et. al 2014 Deng et. al 2016 +
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,‘.m ELECTRO-PHYSIOLOGY OF THE HEART

Restt"ERP ™ RRP Rest

S —

Electrical Conduction System
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TIMED AUTOMATA HEART MODEL

N

VYade Automata

pA
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PN NETWORK OF TIMED AUTOMATA

O‘.

Represent variety of heart conditions using
different topologies and timing parameters

T A dv A

Normal Sinus Rhythm Atrial Flutter Ventricle Tachycardia AV Nodal Reentry

Py
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oY HEART MODEL SIMULATION

Penn Virtual Heart Model Simulator V2.0 Electrograms

File Edit View Insert Tools Desktop Window Help File Edit View Insert Tools Desktop Window Help
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%:N HEART MODEL VALIDATION

-~

* Condition-specific heart models

%--—> e

Model of Atrial Flutter St'mU“

i-o
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%N VHM SIMULATION

Penn Virtual Heart Model v2.0
Atrial flutter simulation



CLOSED-LOOP HEART — PACEMAKER
\‘ ILLUSTRATING PACEMAKER MEDIATED TACHYCARDIA

-~
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HEART ON A CHIP PLATFORM

Commercial
Pacemaker &

Analog Interface




THRUST 2:
CAPTURE PHYSIOLOGICAL VARIABILITY
WITH CLOSED-LOOP MODEL CHECKING

28
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N MODEL CHECKING
N

* Explore the whole reachable state space of a
model for property violations

* Widely used in semi-conductor industries for
verifying chip design

Counter-example
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INITIAL HEART MODELS

Heart
Conditions

Normal
Sinus
Rhythm

Bradycardia

AV Block

Bundle
Branch
Block

Sinus
Tachycardia

Atrial
Flutter

AVNRT

Atrial
Fibrillation

Premature
Ventricle
Contraction

Ventricle
Tachycardia

Ventricle
Fibrillation

| Sl ey

Observable Behavior Space



= CAPTURE PHYSIOLOGICAL VARIABILITY
\‘. " WITH OVER-APPROXIMATION

-~

* Properties satisfied by M are also satisfied by P1, P2

* Behaviors not exist in P1, P2 may also be physiologically-valid
* |Isthis a valid counter-example?

* Need a framework to provide context for counter-examples

Counter-example

31
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N ' NON-DETERMINISM

* Multiple transitions are enabled
* Relax guard conditions

if t € [1,5]

32



= PHYSIOLOGICAL ABSTRACTION
" RULES: SIMPLIFY

* Simplify the model to increase non-
determinism for more behavior coverage

Additional
Behavior
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PHYSIOLOGICAL ABSTRACTION
\0 RULES: COMBINE

-~

e Combine models of different heart conditions
for more behavior coverage

‘ Trestin [min a, max b;]
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INITIAL HEART MODELS

Heart
Conditions

Normal
Sinus
Rhythm

Bradycardia

AV Block

Bundle
Branch
Block

Sinus
Tachycardia

Atrial
Flutter

AVNRT

Atrial
Fibrillation

Premature
Ventricle
Contraction

Ventricle
Tachycardia

Ventricle
Fibrillation

| Sl ey

Observable Behavior Space
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W ABSTRACTION TREE:
‘4 HEART MODEL ABSTRACTION

Observable Behavior Space

Heart
Conditions

Normal
Sinus
Rhythm

Bradycardia

AV Block

Bundle
Branch
Block

Sinus
Tachycardia

Atrial
Flutter

AVNRT

Atrial
Fibrillation

Premature
Ventricle
Contraction

Ventricle
Tachycardia

Ventricle
Fibrillation

36



ABST RACTION TREE:
\0/ HEART MODEL ABSTRACTION
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Observable Behavior Space



ABST RACTION TREE:
\0/ HEART MODEL ABSTRACTION

Observable Behavior Space

Heart

Conditions

Normal
Sinus
Rhythm

R2
—

Bradycardia

AV Block

5= 1§\—\

Bundle
Branch
Block

Sinus
Tachycardia

. \./'
ﬁz”‘s

Atrial
Flutter

all

AN

AVNRT

l.’j’

Atrial
Fibrillatio

Prematur
Ventricle
Contractio

Ventricle
Tachycardia

Ventricle
Fibrillatio

R SICIPE

B

Avaly
g;g; h
|
ERS

38



sac= ABSTRACTION TREE:

|

‘4 HEART MODEL REFINEMENT

Variability
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22N PROPERTIES VERIFIED
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* Basic Safety Properties
— Heart rate never go too slow
— Pacemaker never increase the heart rate too high

 Pacemaker Mediated Tachycardia
— Can pacemaker increase heart rate inappropriately?
— Are there multiple cases of them?
— Can the algorithm terminate the behavior in time?

40



THRUST 3:
VERIFIED MODEL ToO VERIFIED CODE
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FROM VERIFIED MODEL TO VERIFIED CODE

_ Non- UPPAAL
Model Checking [deterministic] — [ Model ]

Refinement UPP2SF
Model Translation

_ _ Deterministic Stateflow
Simulation [ VHM ]<:>[ Chart ]

HDL Coder 1 [ Simulink Coder

. C Code
Platform Testing [ Heart-on-Chip ] <:>[ implementation]
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Research Impact

Cyber-Physical Systems Biomedical Engineering

ICCPS’11 EMBC’10
ECRTS 11 EMBC’'11
IEEE Proceedings’12 EMBC’16




Research Summary & Plan

Development Clinical

Heart Closed-loop Model
Modeling Model Checking Translation

in-silico
Pre-clinical

Trials
\/

Quantitative Security
Validation Verification

“

Market

Data-driven
Modeling

Providing Regulatory-grade Safety Evidence

With Computer Models



Safety Evidence for Medical Devices

Animal

Bench \'\‘
‘ Human

Today Future

Computer

(
Animal - ’
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Research Summary & Plan

Development Clinical

Heart Closed-loop Model
Modeling Model Checking Translation

in-silico
Pre-clinical

Trials
\/

Quantitative Security
Validation Verification

“

Market

Data-driven
Modeling

Providing Regulatory-grade Safety Evidence

With Computer Models
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The clinical trial

P = J
o i
.;{.,‘ Vol
- Animal
4 Teug‘«“;"ﬂ /
‘ ,ﬁ‘”’ﬁu‘)‘
Bostiito.

testing

The ultimate closed-loop validation
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“Implantable Cardiac Defibrillator..X..

Therapy
<

R

Right Atrium Can (Shock)
Electrode
Left Atrium
Left Ventricle
Right Atrium
Right Ventricle

Signa
Ventricular
Signal

I
I
Atrial 4 L
I
I
I
I
|
I

Shock
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R I G H T CyberCardia
The Rhythm ID Going Head to Head Trial*

Primary endpoint: occurrence of inappropriate therapy

~2,000 patients, 5 years \ | 11T .
['-,-"hw‘"';‘_‘“.'f“-_"“n'#\'\“'I'v"fhl-—li_f"-....l i fl )Y

Select Medtronic ICDs
(the control arm)

! | | |

. e LTI L
==l LA
I\“..‘...--I v"‘hl.—l'-_f"‘l.ﬂl,-l:-r @ I."'I. F4

Vitality Il ICD (Boston Sci.)
| [ 11 !

(the treatment arm)

Inappropriate
: Lt EEaacy Therapy

Assumed 25% less risk of inappropriate therapy with Vitality Il relative to Medtronic ICDs

49
*Berger et al., “The Rhythm ID Going Head to Head Trial”, Journal of Cardiovascular EP, Vol. 17, No. 7, July 2006



RIGHT Trial Results — Inappropriate Therapy

Gold et al  RIGHT of Inappropriate ICD Therapy 373
Table 2  Adjudication summary of spontaneous episodes where therapy was delivered
n episodes (% of total events)
Adjudicated rhythm VITALITY 2 Selected Medtronic Overall P value
Artifact 23 (1.1 90 (4.6) 113 (2.8) .0094
Ventricular tachycardia .9) 99% (51.0) 1699 (42.8) .2490
Ventricular fibrillation 59 (2.9) 61 (3.1) 120 (3.0) 4265
1nus tachycardia 506 (25.0) 2207 (11.3) 726 (18.3) <.0001
Atrial fibrillation 431 (21.3) 101 (5.2) 532 (13.4) <.0001
Atrial flutter 66 (3.3) 19 (1.0) 5 (2.1) .0076
Atrial tachycardia 20 (1.0) 100 (5.1) 120 (3.0) .0001
AVNRT 17 (0.8) 39 (2.0) 56 (1.4) .5956
Other supraventricular 178 (8.8) 325 (16.7) 503 (12.7) 4436
tachycardia/unknown
Sinus rhythm with premature 18 (0.9) 1 (0.1) 9 (0.5) NE
ventricular complexes
Total events 2023 1950 3973

NE = nonestimable; AVNRT = Atrioventricular nodal re-entry tachycardia.

Inappropriate Therapy
VITALITY 2: 62.2%
Medtronic: 45.9%

‘Majority of the therapy episodes were inappropriate

*Michael R. Gold, Primary results of the Rhythm ID Going Head to Head Trial, Heart
Rhythm, Vol 9, No 3, March 2012



in-silico Pre-Clinical Trials

Real Patient Data
& Heart Models

1)

@

Real Patient Data for

Adjudication & Extraction

Synthetic Heart Model
Generation

Adjudicated EGM Database

Patient A B~~~ BN
PatientB -/~ /-
Patient C 47“‘."; M 4 i

N Patient Records
M Episodes

Learn
Parameter
distribution

I\/]oelJN
Sampling 10,000’s
parameters from Condition-

distribution
Generation

Synthetic Heart Model Complete
Generation Generated Population
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Cohort Generation

Generated Electrogram

Waveforms

woia L LT T

Channel

% == \fentricular

Channel

specific Model

Shock
Channe

10,000’s
Condition-
specific
electrograms

NSF Frontiers CyberCardia $4.2M. Started May 2015 to May 2020.

Q)

CyberCardia

Device Testing

& Evaluation

ICD
Device Model

—> [ -
Boston Diagnosis
Scientific Sensitivity
ICD and
Specificity
Medtrbnic
ICD
Closed-loop
evaluation
51
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Result 1: Specificity across populations

0.4 .AH;RH\.(TI-;MI;;. - 1 40 FEATEIOF
DISTRIBUTION INAPPROPRIATE
. | 20 THERAPY
OO0 i o
1 2 3 4 5 ¢ 7 g BSC MED
Atrial Atrial flutter PVC Non-sustained Other SVT Double Ventricular  Ventricular
fibrillation VT Tachycardia Fibrillation  Tachycardia
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Result 1: Specificity across populations
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Result 2: Patient Condition-level Analysis”

Table 1: Specificity for SVTs and sensitivity for VTs.

Arrhythmia Boston Medtronic | P value
Sci. ICD ICDs
Specificity (%)
Afzial Librillation. |99 8 m e de Db o o o 3L OT
Atrial Autter 58.3 79.33 <0.0001 }
Prenmacare (s -|- === rrnor=——=—m——r—=—
ular complexes
Nonsustained ven- | 100 99.8 0.3171
(0 G A L AN CAL A e o s s s s o o o s s s s o o e e
r'Other Supraventric- | 96.3 00.7 <0.0001
. ular tachycardia

Brady-Tachy 100 98.83 0.0079
Sensitivity (%) P value

Ventricular fibrilla- | 100 100 1

tion

Ventricular tachy- | 100 100 1

cardia
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Patient Data Mc Virtual Cohort Generation

Simulated Trial

In-Silico Pre-Clinical Trials Toolchain

Q)

CyberCardia

Device in the Loop |Trial Results

Patient Data Management

Virtual Cohort Generation

Automated Processing

Simulated Trial

Device in the Loop

In-silico Trial Results

I PO/MBCT- Load Apply Bandpass Filter Apply Gaussian Filter Detect Peaks Annotate Events
Patient | Filer | Annotated | Signare | Done ET T T T 7T 1T T T T 1T 1T T T T T T T T T T T rrrrrrrrrrrrrrr0 o1 oTTI—1t11g
Patient 177 E T . H
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Patient 180 = ! v Y, \ vl & \ ‘J V3
Patient 181 E p A A 1 Al ! 3
Patient 198 - = f / ',\ 1 I I \ { I,\ I =
Patient 227 Bt Ny L g Y L | s [ S il =
Patient 228 = Y R a—— AV N/ \,f’ 3
Workspace Statistics E E
Patients: 10 = 3
Number of AF Episodes: 25 = =
Number of VT Episodes: 36 F sy R e =
Progress: 9/10 Records - —
S /h )l A )J‘ e E
= /\—'V A /\-\ /\\/\\/\K - ”/\r’/vl N M]\A\ M’Mrﬂwf w‘/ MM@
Patient Information = L J \ | J J q y ‘ l I | =
General Information F }l. \ 1 P " ! HY O
= I 1 ~ - - A A L I /- - i i | 1S (R R =
File = AAEL19BA.xls E—a — N } Pan im N Fa v A AL ‘ -
MName = 198 E W ¥ V T - ¥ =
Age = BS = |
Sex = Male E E
Diagnosis = CAD = -
I N I S A At O A B B S A [ I N S I N N
k| [ ~
Adjudication Extract Signatures
‘ Time | Type | Annotation | Select | - Seﬂ?ngs
Patient EGM Data 1 [1.4274e.. NSR +| NSR —~ From Selected
_2 |4.794%e... Unknown ~ V-pacing = Insert © From Al
EGM Record Filter | Annotated | Signatures j 1.5151e... VF ~| VF 8
9 A 198a85.mat . |2.2763e.. VT ~ FastVT . Delets Extract
_2 |A198a27 mat _5 [3.4774e.. NSR +| NSR E
_3 |A198a61.mat 5 |35782.. PVC +| PVC - Delete Al
7 |5.7111e... NSR ~| NSR — — Navigation

Analysis of results
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Device-in-the-loop Testing

CyberCardia
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Shock Acquired




Understanding the Application Domain
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Medical Collaborators

Heart model development and validation, Device
algorithm, De-identified Patient data

Director, Cardiac Electrophysiology,
Philadelphia VA Medical Center

Developing clinical assist system for atrial
fibrillation

Director, Electrophysiology Laboratories,
Penn Cardiology,
Penn Presbyterian Medical Center

Heart Model development and validation, ICD
discrimination algorithm development, in silico Pre-
clinical trials

Electrophysiology Fellow,

Hospital of the University of Pennsylvania
4/12/2017 58
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Industrial Collaborations
Boston i i inti
Serentic Proylded algorithm deSCFIp'FIOHS, sample
Advancing science for life™ dEVICES, programmers, tEStIng platform
%ﬂ Provided algorithm descriptions, sample

Medtronic devices, programmers, test cases

‘\ Provided model-based design toolbox
MathWorks

‘7' NATIONAL Provided software and hardware
’ INSTRUMENTS




Ee.nn. Scott Smolka  Rance Cleaveland
ngmesring Stony Brook UMD / Fraunhofer

Rick Gray
FDA Elizabeth Cherry

RIT

Ed Clarke
CMU James Glimm
Stony Brook
Sean Gao
MIT
Radu Grosu
Stony Brook /
Vienna
Arnab Ray = it o ‘ % Sanjay Dixit
Fraunhofer = & Ll & Director of Cardiac
5 - - . Electrophysiology
‘ :\ Philadelphia VA Hospital

Rahul Mangharam  Flavio Fenton
Penn Gatech

5 Computer Scientists, 2 Cardiologist,s 1 Physicist, 1 BioMed Engineer, 2 Mathematicians, 1 Electrical Engineer



Thanks!

Questions?
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