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Complex Dynamical Systems

Constrained, Distributed, Fast, Time-varying, Vulnerable

Key: Model-based design, control, resilience
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Modeling Flight Dynamics
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MPC algorithm

e At time ¢: solve an optimal control problem over a future horizon of IV steps

pena/z‘y on e na/z‘y -

Zrack "’29 error actudation effort

o

Tp4+1 = @k, ug)
v = g(xk, ug)
constraints on wug, ., i

z0 (z(t)

Manipulated
Inputs

t+1  t+1+k

e Apply only the first optimal move w*(Z)throw the rest of the sequence away

e At time ¢t+1: Get new measurements, repeath eptimization. And so on ...
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Nonlinear Model Predictive Control (hard Constraints)

Taylor series
V(Ubase) S YT Y
Levenberg-Marquardt
Vil o Folii= (0 F G0 (0 6ol
Steepest descent
U =—(G' -G+A)'G'Y
Repeat
Ubase e Ubase +oU

Dr. Abhishek Dutta Aerospace Engineering University of lllinois at Urbana-Champaign

Guarantees descent: Fast



High-level Learning + Low-level MPC

Challenges: (i) Reference trajectories are Time-varying, seldom known.
(i) Fast and Distributed (switching) dynamics.

High level
Models [ Recursive identification j _[ Memory F
traint
S sl [ Quality assessment
Low level

> [Control signal optimizationH System ]

Two-level control: (i) High-level: learns parameterized references for
time-varying conditions.
(i) Low-level: fast tracking MPC over low-fidelity models.

Model-free techniques can also learn control but are inferior.
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Two-level control: Automatic Transmission application

High level Low level
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Distributed NMPC with Minimal Communication

Dancer-2

Communicate

Aerospace Engineering
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Fast: Guaranteed
coordinated descent



Distributed Modeling & Learning Time-varying Dynamics

Decentralized Model
x,z(k + 1) = A”:Em(k) + Bmuz(k)

(local subsystem inputs)

Interaction Model
zij(k +1) = Ajjzij(k) + Biju;(k)

Ujti
—_—b

(external subsystem inputs)




Experimental Results
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FAA: Boeing's New 787 May Be Vulnerable to

Hacker Attack BwWkRIED

Cyber Physical
Systems Security

Vulnerabilities give hackers

Aerospace Security

Scenario: Source FAA

wont®
SBSS Ground Station
Alr Traffic

Command Center
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Model-based Vulnerability Analysis

Actuator Attack

s Control Center

&
bob

Static stealth attack: Replay attack:
corrupt measurements according to C' affect system and reset output
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Covert attack: Dynamic false data injection:
closed loop replay attack render unstable pole unobservable
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Control System Under Attack
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Model-based Monitor Design

Intersection

Ti41 = Axg + Buy,

Stealth attack: Robust Optimization



B 747 at 0.8 Mach and 40 Kft Trim

Wind gust(m/s)
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Demonstration of Aircraft Hijacking from 30m (but Limited) to 60m .
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Towards resilience - |: Bounded error estimator
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Perspectives (Big picture)

(i) Integration: New techniques of system design and compositions

robustness, performance and security properties.

to distributed control implementation that preserves the

(i) Adaptation: Continuous learning and automatic synthesis of
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Aerospace Engineering

distributed models and controllers necessary.
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Perspectives (Concrete)

Control

Crosses Interdisciplinary Boundaries

1) Modeling: System identification of (non) linear and modular distributed

systems.
2) Model-based Constrained control: MPC, NMPC, DMPC.

3) Robustness to Time-variance: Learning reference trajectory, distributed

model parameters.
4) Certified system design: (i) Guarantees on recursive feasibility, stability
and convergence. (ii) Resilient control and estimation over Vulnerability

models.
5) Distributed systems: Fast MPC, NMPC, DMPC implementations on

embedded platforms.
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